Uongress of the United States
Washington, D 20515
July 20, 2022

Larry Ellison

Chairman and Chief Technology Officer
Oracle

2300 Oracle Way

Austin, TX 78741

Dear Larry Ellison,

We write to inquire about Oracle’s treatment of location data and intentions to protect the
privacy of individuals seeking to exercise their reproductive rights. The U.S Supreme Court’s
decision to overturn Roe v Wade has resulted in an onslaught of state laws that criminalize
abortion.!

According to an investigation conducted by the Markup, your company harvests, sells, or trades
mobile phone location data.> Mobile phone location data can be used to track individuals who
have visited abortion clinics or have left the state to seek care. Even in the case that this data is
stripped of personally identifiable information, it can often be de-anonymized. According to the
Electronic Frontier Foundation, “Data brokers sell rich profiles with more than enough
information to link sensitive data to real people, even if the brokers don’t include a legal name.
In particular, there’s no such thing as ‘anonymous’ location data. Data points like one’s home or
workplace are identifiers themselves, and a malicious observer can connect movements to these
and other destinations.”®

Data collected and sold by your company could be used by law enforcement and prosecutors in
states with aggressive abortion restrictions. According to a report from Center for Democracy &
Technology, law enforcement agencies leverage, “legal ambiguities to purchase data from
brokers in an end-run around otherwise applicable legal requirements.”* Additionally, in states
that empower vigilantes and private actors to sue abortion providers, this information can be
used as part of judicial proceedings.

When consumers use apps on their phone and quickly tap “yes” on “use geolocation data” pop-
ups, they should not be worried about the endless sale of their data to advertisers, individuals, or
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law enforcement. And it most certainly should not be used to hunt down, prosecute, and jail an
individual seeking reproductive care. Companies can take action today to protect individual
rights. For example, SageGraph recently stopped selling information related to visits to
abortion clinics after a Vice journalist reported on the dangers.®

To that end, we request a response to the following by August 3, 2022

1. Has your company conducted a human rights impact assessment or other due diligence to
identify and address human rights risks associated with collecting data that can be used to
prosecute people seeking to exercise their reproductive rights? If so, have you taken any
steps to prevent or mitigate those risks?

2. What steps, if any, has your company taken or is planning to take to protect the privacy
rights of those seeking to exercise their reproductive rights in the specific context of the
Supreme Court’s vote to overturn Roe v. Wade and the ensuing criminalization of
abortion in a number of states?

3. Has your company adopted any policies to restrict the sale and disclosure of data that
could be used to prosecute or otherwise harass those seeking to exercise their
reproductive rights to law enforcement or private actors? What steps do you take to
enforce those policies?

4. Who is authorized or can be authorized to access the data you collect? Are there any
limits on who can purchase or acquire access to data that can be used to prosecute people
seeking to exercise their reproductive rights?

5. What additional measures, if any, have you taken to limit the ability of state or private
actors to use the data you collect to prosecute or harass those seeking to exercise their
reproductive rights?

Sincerely,

gaz

Lori Trahan
Member of Congress

5 Mangan, Dan, Data broker SafeGraph stops selling abortion-provider information, CNBC, May 2022 at:
https://www.cnbc.com/2022/05/04/data-broker-safegraph-stops-selling-abortion-provider-information.html
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David N. Cicilline
Member of Congress
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Debbie Dingell
Member of Congress
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Yvette D. Clarke
Member of Congress
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Adam Schiff
Member of Congress
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Sean Casten
Member of Congress



